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1 The last word: Spam I am?! 
A Aaron Weiss 

^ June 2003 netWorker, volume 7 issue 2 
Publisher: ACM Press 
Full text available: « pdf(39.24 KB) 



jf| html(8.78 KB) 



Additional Information: full citation, abstrac t, index terms 



Several months ago I sent out an e-mail to a couple of thousand people and nearly lost 
my broadband access as a result. I maintain a personal Web site of a satirical nature 
which has attracted a good deal of traffic and consistently positive feedback over the 
years. Eventually I tried to market a modest product based on the Web site. Far from a 
major retail launch, this was more akin to custom printing a bunch of t-shirts for friends 
and family. Because the nature of the site did not invite a hi ... 

Session 2: .EniMieedback:. a policy -based a p proach to overcomin g f alse positives 
Saket Kaushik, William Winsborough, Duminda Wijesekera, Paul Ammann 
November 2005 Proceedings of the 2005 ACM workshop on Formal methods in 

security engineering FMSE '05 
Publisher: ACM Press 

Full text available: || pdf(205.07 KB) Additional Information: full citation , abstract , references , index terms 

Current email-control mechanisms, though highly effective, are pro-ne to dropping 
desirable messages. This can be attributed to their coarseness in filtering out undesirable 
messages from desirable ones. As a result policies to control undesirable messages are 
often overly permissive. To allow policies to be more restrictive, the transmission 
mechanism must be made aware of the ways to document a message so that it is 
acceptable downstream, thus giving the senders a chance of meeting those requi ... 



Keywords: constraint logic programming, email/spam control, policy advertisement, 
policy feedback 



Socio-te chnical defense a g ainst voice spammin g 
Prakash Kolan, Ram Dantu 

March 2007 ACM Transactions on Autonomous and Adaptive Systems (TAAS), volume 2 

Issue 1 
Publisher: ACM Press 

Full text available: til pdf(995.02 KB) Additional Information: full citation, abstract, refe rences , index terms 
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Voice over IP (VoIP) is a key enabling technology for migration of circuit-switched PSTN 
(Public Switched Telephone Network) architectures to packet-based networks. One 
problem of the present VoIP networks is filtering spam calls referred to as SPIT (Spam 
over Internet Telephony). Unlike spam in e-mail systems, VoIP spam calls have to be 
identified in real time. Many of the techniques devised for e-mail spam detection rely 
upon content analysis, and in the case of VoIP, it is too late to anal ... 

Keywords: SIP (Session Initiation Protocol), SPIT (Spam over IP Telephony), Trust, 
behavior, reputation, tolerance 



Forum: Forum 

June 2005 Communications of the ACM, volume 48 issue 6 
Publisher: ACM Press 
Full text available: 1g| pdf (156.35 KB) 



fpdfd 56. 35 KB ) 
htmj(1 5 41 KB) Adc,,tl0na, Information: full citation, index terms 



5 CMching spam before it arriv e s: d o main speci f ic dynamic blacklists 
Duncan Cook, Jacky Hartriett, Kevin Manderson, Joel Scanian 

January 2006 Proceedings of the 2006 Australasian workshops on Grid computing 
and e-research - Volume 54 ACSW Frontiers '06 

Publisher: Australian Computer Society, Inc. 

Full text available: *g| pdf(160.06 KB) Additional Information: full citation , abstract , references , index terms 

The arrival of any piece of unsolicited and unwanted email (spam) into a user's email 
inbox is a problem. It results in real costs to organisations and possibly an increasing 
reluctance to use email by some users. Currently most spam prevention techniques rely 
on methods that examine the whole email message at the mail server. This paper 
describes research that aims to deny spam entry into the internal network in the first 
place. Examination of live amalgamated audit logs from a Linux kernel fire ... 

6 Session 2 : An econ o m ic answer to uns olicited communicati on 
Thede Loder, Marshall Van Alstyne, Rick Wash 

>^ May 2004 Proceedings of the 5th ACM conference on Electronic commerce EC '04 
Publisher: ACM Press 

Full text available: figl pdf(352.80 KB) Additional Information: full citation, abstract, references, citings, index 

" " ~ " " terms 

We explore an alternative approach to spam based on economic rather than technological 
or regulatory screening mechanisms. We employ a model of email value which supports 
two intuitive notions: 1) mechanisms designed to promote valuable communication can 
often outperform those designed merely to block wasteful communication, and 2) 
designers of such mechansisms should shift focus away from the information in the 
message to the information known to the sender. We then use principles of informatio ... 

Keywords: filtering, information asymmetry, mechanism design, screening, signaling, 
spam, uce 



7 Paper session I R -4 (i nformation retrieval ): machine le a rni n g: Ma il Ran k: usin g ranking Q 
§> for spam de tection 

^ Paul-Alexandru Chirita, Jorg Diederich, Wolfgang Nejdl 

October 2005 Proceedings of the 14th ACM international conference on Information 
and knowledge management CIKM '05 
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Publisher: ACM Press 

Full text available: gpdf(271.32 KB) Additional Information: full citation, abstract, references, i n d ex terms 

Can we use social networks to combat spam? This paper investigates the feasibility of 
MailRank, a new email ranking and classification scheme exploiting the social 
communication network created via email interactions. The underlying email network data 
is collected from the email contacts of all MailRank users and updated automatically based 
on their email activities to achieve an easy maintenance. MailRank is used to rate the 
sender address of arriving emails such that emails from trustworthy se ... 

Keywords: MailRank, SPAM, email reputation, personalization 



8 Invited workshop on conceptual information retrieval and clustering of documents: 
Spam filt ers: baves vs. chi-squared: letters vs. word s 
Cormac O'Brien, Carl Vogel 

September 2003 Proceedings of the 1st international symposium on Information and 
communication technologies ISICT '03 

Publisher: Trinity College Dublin 

Full text available: ^p pdf(93.10 KB ) Additional Information: full citation , a bs tr a ct , refe ren ces, citin gs 

We compare two statistical methods for identifying spam or junk electronic mail. Spam 
filters are classifiers which determine whether an email is junk or not. The proliferation of 
spam email has made electronic filtering vitally important. The magnitude of the problem 
is discussed. We examine the Naive Bayesian method in relation to the 'Chi by degrees of 
Freedom' approach, the latter used in the field of authorship identification. Both methods 
produce very promising results. However, the ... 



9 



Ending spam's free ride 
Aaron Weiss 

June 2003 netWorker, volume i issue 2 
Publisher: ACM Press 

Full text available: f| pdf(84.83 KB) . , , , , r 

tf) "btml(22 89 KB) Addlt,onal Information: full citation , abstract, citings, in dex terms 

Spam is now a felony in the state of Virginia, as long as the unsolicited messages contain 
falsified information about the sender. With the harshest anti-spam law in the United 
States recently passed, Virginia— home to major ISPs such as America Online— is hoping 
to prove that legislation is finally providing the tools needed to cap the flow of bulk e-mail 
advertising. But to skeptics even the strongest anti-spam laws will be hobbled by long 
processing times and fuzzy jurisdiction. Rather, arg ... 

10 Features: Spam, Spam, Spam, Spam, Spam, the FTC, and Spam 
Jb^ Eric Allman 

▼ September 2003 Queue, volume l issue 6 
Publisher: ACM Press 

Full text available: 1f| pdf(1 .28 MB) Si A ... 4 . ... , r 

iSi^ioiri^r^ Additional Information: full citation , abstract , citings , index terms 
ntrni^i p .op, Kb ) 

A forum sponsored by the FTC highlights just how bad spam isand and how its only going 
to get worse without some intervention. 

The Federal Trade Commission (FTC) held a forum on spam in Washington, D.C., April 30 
to May 2. Rather to my surprise, it was a really good, content-full event. The FTC folks 
had done their homework and had assembled panelists that ran the gamut from ardent 
anti-spammers all the way to hard-core spammers and everyone in between: lawyers, 
legitimate mar ... 
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1 1 Spyware: Spy ware was inev ita b le 
Steve Gibson 

August 2005 Communications of the ACM, volume 48 issue 8 
Publisher: ACM Press 

Full text available p^(57,41J<B) Additional Information: full cit ation , appendices and supplements. 
te..bM!. (1Q,23 KB) abstract, index terms 

That which begins as minor nuisances and curiosities enabled by the subversion of new 
technological capabilities has always evolved into invasive problems once someone has 
found a way to profit from their application. 

12 Security, privacy & ethics: Inva si v e b r owser s ni ffi n g a nd cou n t ermeasures 
Markus Jakobsson, Sid Stamm 

May 2006 Proceedings of the 15th international conference on World Wide Web 
WWW '06 

Publisher: ACM Press 

Full text available: §.p^(61A86J<B) Additional Information: ful l citat i o n, abstract, refer e nc e s, index terms 

We describe the detrimental effects of browser cache/history sniffing in the context of 
phishing attacks, and detail an approach that neutralizes the threat by means of URL 
personalization; we report on an implementation performing such personalization on the 
fly, and analyze the costs of and security properties of our proposed solution. 

Keywords: browser cache, cascading style sheets, personalization, phishing, sniffing 

1 3 Controllin g spam with SpamAssassin 
Colin McGregor 

January 2007 Linux Journal volume 2007 issue 153 
Publisher: Specialized Systems Consultants, Inc. 

Full text available: j^ htmi(1 12.45 KB) Additional Information: full citation, abstract, inde x te rms 
Assassinate spam with extreme prejudice. 
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AbstractPlus | Full Text: PDF(258 KB) IEEE CNF 
Rights and Permissions 



3. Canning SPAM: Proposed solutions to unwanted email 
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Securit y & Privac y Mag azine. IEEE 
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AbstractPlus | Full Text: PDF(368 KB) IEEE JNL 
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Computer Network Support Facility - Unsolicited 
Commercial Email ... 
Just about everyone receives unsolicited commercial email (SPAM). ... 
you might want to change are the Spam Threshold and adding entries to 
the Whitelist. ... 

www5.pbrc.hawaii.edu/cnsf/spam.html - 13k- Cached - Similar pages 

Unsolicited email downloads - SpamAI Lite Email Filter 
Software ... 

NMS operates from two separate lists of legitimate/unsolicited email, 
.... Whitelist and Blacklist features let you identify email that should 
be ... 

www.vicman.net/lib/unsolicited-email.htm - 58k - 

Cached - Si mila r pa g e s 



On an Email Blacklist? 

Check your own Email Reputation on 

each major Email Blacklist - Habeas 

www.Habeas.com 

KobeCertified Email 

Get on whitelists, become reputable 

Maximize email deliverability & ROI 

www.KobeMail.com 



Spam shredder - filter unsolicited email and spam 

Webroot Spam Shredder filters undesired email and remove unsolicited messages in 

your ... Spam Shredder offers Whitelist and Blacklist features that let you ... 

www.internetwasher-pro.com/spamshredder.html - 27k - Cached - Simil a r pages 

Instructions for White-Listing (Allowing) Homier E-Mails 

spamkiller works along with Outlook, Outlook Express, Outlook 98, MSN/Hotmail, and POP3 
accounts to block UCE unsolicited commercial e-mail before it ... 
www.homier.com/whitelist.asp? 

SessionKey=QY12ZVf9tiU2LqvOV0ZVQxWsN0e49f7cZ5k20jE2GAtCxBwK4DmhrOhlZvMWnlv7l... 
- 35k - Cached - Similar pages 

An Introduction to Spam, Junk Mail. Unsolicited Email 

Email spam junk mail, Unsolicited Email is mail you receive that you don't want ... A 

white list is a list of addresses that you want to receive email from ... 

www.oeupdates.com/email-spam-junk-maiLhtml - 18k - Cached - Similar pages 

NCPA | Email Whitelist Instructions 

Please White-list us now, before your delivery is interrupted accounts to block UCE 

unsolicited commercial e-mail before it arrives in your inbox. ... 
www.ncpa.org/sub/whitelist.html - 26k - Cached - Similar pages 

add us to your email white list 

Add us to your email white list to make sure that you receive the simplify ... A simple 
definition of spam email would be an unsolicited commercial message ... 

www.simplify101.com/email-white-list.php - 13k - Cached - Simna_r_pag.es 

Deep Sky Technolo gies, Inc. 

Since the unsolicited email blocking systems employed by the UITB.com system ... IP 
address or the sender's From: email address included on a white list for ... 

www.uitb.deepskytech.com/ - 9k - Cached - Similar pages 

What is whitelist? - a definition from Whatis.com - see also ... 

A whitelist is a list of e-mail addresses or domain names from which an e-mail ... Most 
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Internet users can tolerate the occasional unsolicited e-mail ... 

searchexchange.techtarget.com/sDefinit»on/0 l 290660,sid43_gci896131 f 00.html - 51k - 
Cached - Similar pag es 

University of Utah Mathematics Department FAQ: Electronic mail 

How do I deal with unsolicited e-mail (spam)? What spam controls are in force? .... is 

checked to see if it is in the whitelist. If so, then e-mail is ... 

www.math.utah.edu/faq/email/ - 42k - Cached - Similar pages 
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